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Watch out! Scam Emails - Phishing
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Dear customers,

Security Awareness Memo - Phishing Advisory

Phishing is an attack used by the computer hacking and fraud community to lure people to websites that
they would normally use. They do this by creating e-mails that look very much like they are being sent by a
legitimate company. However, when you click on a link in the e-mail it takes you to a mock-up of the legitimate
company’s website where you are asked for your logon credentials and potentially credit card or other information.
When you supply this information, it is harvested by the hackers/fraudsters. Once they have it they can re-sell the

information or use it to commit fraud or other illegal acts.

This is a significant problem. Phishing is real and will be with us in our daily life. Understanding this threat
has never been more important. Consumers need to be able to identify Phishing attacks to avoid Internet fraud

and identity theft.
The simplest way to protect yourself from Phishers is to avoid clicking on any unexpected link in an e-mail
message. Do not reply to e-mails soliciting personal information. Having safely ignored the suspicious e-mail, report

it. For more Phishing examples, please go to www.google.com and search for “Phishing Examples”.

We would like to remind you of the threat of scam emails and take this opportunity to thank you for your support.



